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Software Schutz

Aus der Sicht eines globalen Anbieters fir high-end Softw are
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Symena — Where we are

O Global distribution partner offices
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SMART UP YOUR NETWORK

Some customer examples ...
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SMART UP YOUR NETWORK

Software protection - variants

. Software Licenses

Recognized by major players in the Western World

No recognized at all in many countries!!!

- Software based

Locked to the processor

,check out” licenses

- Hardware based, Dongles

Protection key checked at the start of application

Embedded protection, code, frequent checks, etc.
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Some general questions and rules (1)

- Hardware based software protection is messy
Dongles need to be sent (FedEX: ~50EUR each)
Donges cost money (~50EUR per unit)

They never come back (e.g. after trials)
They can not be ,checked out” from a server

Etc.

- Correct, they are messy!
- They are also messy for those who try to crack them
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Some general questions and rules (2)

,We are such a big customer and all of our software works with soft
protection. We want you to use that as well.

We decide how to protect our intellectual property, not our
customer

Latest software based protections provide the same level of security
as hardware based protection.

We monitor ,hacker” pages, who provide cracked versions of
software

Software of some of our competitors is there. We track how
people crack it and make sure that it can’t be done with ours

0 Some software based protections are available in cracked versions
only a few days after the ,latest and best* version comes out

0 Requests for our software came up: ,No medicine * so far.
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Recommendations and Conclusions

- Good software protection is expensive and messy
- Customers will always ask you to be more ,flexible”

- Nobody has an interest in protecting your intellectual
property than you

Good License Agreements are very important, but
once a cracked version out there, ...

- The protection mechanism depends on the trade-off
between license cost, type of application and area of
operation

- Take your software protection VERY seriousl|y!!!
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